
Is your Email, SharePoint or OneDrive compromised ?
Is every access expected ? Is all sharing legitimate ?

What is the impact of potential breaches ?

Meet Paul, CISO.

His executives have 
become fans of cyber 
security.

Secure Office 365

IDECSI Personal Security Guardian



IDECSI provides a comprehensive solution 
for Office 365 protection - Exchange, 
OneDrive, SharePoint - and other leading 
enterprise applications.

IDECSI is built on two pillars :
1. A radical new model of collaborative
security that offers each user the means to
monitor their security and participate in the
defence of the company.

Activated in three simple steps

PHASE 1 
AUDIT AND SELF-LEARNING
As soon as it is installed, IDECSI performs a 
flash analysis on the access logs and the 
system configuration and builds a precise 
picture of the current status: access, 
permissions and sharing. Which rights are 
configured? Who can access which 
accounts? What access modes are used? 
Which devices are synchronised? Which 
rules are set? This initial review reveals 
critical vulnerability concerns and ensures 
the health of the system.

PHASE 2 
PERSONALISED PROTECTION AND DETECTION
Once the first phase of diagnosis is 
completed, IDECSI generates individual 
profiles for each user. The solution can 
subsequently identify dangerous activity with 

very high accuracy when it occurs. Real-time 
protection guarantees the integrity of access, 
settings and sharing 24/7.

PHASE  3 
COLLABORATIVE SECURITY
When an alert is issued, it can be sent to the 
CISO, the SIEM and / or SOC. Thanks to 
IDECSI’s Personal Security Guardian, alerts 
can also be communicated directly to users 
via a mobile application. Users have the 
means to monitor their own security, 
validating suspicious actions, or highlighting 
breaches. This approach hugely increases 
detection capacity, significantly reduces time 
to resolution, and ensures the security team 
focuses only on real breaches.

2. The use of advanced technology for
monitoring and detection: machine learning,
behaviour analysis and context-aware analy-
sis.

Multi-application intelligent solution for real-time monitoring and audit

The solution protects applications, data 
and users by monitoring access, 
permissions and sharing. It immediately 
detects any malicious or suspicious 
activity.

Secure Office 365 and
other key applications



Each user has visibility to the security of their 
data and contributes to the protection of the 
company. IDECSI creates a channel of 
communication allowing users to control 
access to their applications and 
communicate with the security team.

Monitoring and Alerting : dedicated interfaces for users and security 
teams

A customied security dashboard
Users can check their application security in 
one click including recent access, location of 
access, sharing, configuration, and more. 
They can easily identify and report any 
unauthorised activity.

Continuous protection: individual and 
collaborative
The IDECSI Personal Security Guardian 
application is available on Apple and Android 
mobile devices and alerts users in the event 
of unauthorised access or configuration 
changes that introduce vulnerabilities. Users 
respond to the alerts, reporting any breach 
the moment it occurs.

PERSONAL SECURITY GUARDIAN FOR END USERS

FOR THE SECURITY TEAM / SOC - A COMPLETE CONTROL INTERFACE

Immediately view permissions, devices, 
delegations and access. Launch audits for 
one or more accounts in one click. Process 
and resolve all malicious activity, illegitimate 
access and suspicious reconfiguration when 
it occurs. The IDECSI solution is integrated 
with the major SIEM solutions and other 
service platforms to provide a single pane of 
glass for security management.

Users protect themselves, they protect the company:
the revolution of the Personal Security Guardian
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Personalised protection:
Self-learning behaviour analysis and individual user profiles

Risk repositories provide up-to-date security throughout the 
life of each protected application

Real-time detection of unauthorised access, sharing and malicious 
configuration

Platform does not require access to sensitive data or administrative 
rights

User-centric smartphone application to engage with users

Installation in less than two hours

Available in SaaS, Hybrid or On-Premise

Key features

IDECSI secures key applications such as email, Office 365, 
SharePoint, ERP and DMS, providing highly personalised protection 
for executives and employees. IDECSI’s customers include many 
Fortune 500 companies internationally, such as Societe Generale, 
Total, L’Oreal and ENGIE. It has received numerous awards, 
including the prestigious "Assises de la Sécurité Innovation Award".

contact@idesci.com
+44 20 3965 6155

Contact 


